The Shared Responsibility
Model and the Importance
of Cloud Backup

47%

of data loss is caused
by end user deletions.

My spilled coffee somehow deleted
10 years of patient files and we're
fully booked today! Can you help
me call Microsoft? I can't find
their phone number!

Actually, Microsoft isn't responsible
for providing backups since this was
the result of human error, but luckily
Toothsayer pays for cloud data
recovery. I can send a copy
of your data. Give me
a few minutes!

This is called the

Shared Responsibility Model.

The Shared Responsibility Model was created by Microsoft to outline who is responsible for data in different
scenarios of data loss. SaaS vendors are only responsible for data protection and data loss some of the time.
That means end users are responsible for data security and data loss the rest of the time.
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“We strive to keep the Services up and running; however, all online services suffer
occasional disruptions and outages, and Microsoft is not liable for any disruption
or loss you may suffer as a result. In the event of an outage, you may not be able to
retrieve Your Content or Data that you’ve stored. We recommend that you regularly
backup Your Content and Data that you store on the Services or store using
Third-Party Apps and Services.”
- Microsoft on data loss caused by imminent disruptions and outages

Okay Hank, you're all set. Your accidentally
deleted files have been sent back to your
Office 365 account and are ready for use.
Reach out if you need anything else!

Thanks so much Molly! Our back-to-back
appointments today appreciate you! Now
for another coffee!

Backup your backups
Just because your data is in the cloud, it doesn’t mean you can’t lose it. While SaaS
applications offer many advantages, they can’t completely protect your business data
from human error or ransomware attacks .
According to a study by The Aberdeen Group on data loss in the cloud:

47% were due to
end-users deleting
information

17% were users
overwriting data

13% were
because hackers
deleted info

With Datto’s SaaS Protection and our expert help, you can avoid downtime and keep
business data more secure. Get in touch today to learn more about our backup offerings.
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